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Is It Possible to Spoof Your

Locational Information?

Fake Location Apps 
(From Google Play Store)

GPS spoofers
(From Google Shopping)

Fake	

Where	I	am	

GPS	spoofer	

Plugin	in		
the	car	power	

Location spoofing via a mobile GPS spoofer



Why Study Location Spoofing?

The Images are found from 

multiple web resources.

Geo-piracy Cyber-espionage

Misleading a yacht

location 
spoofer and 

drone

Trojan Horse

Russia’s Super Weapon

Affecting the air traffic 
control system





Research Questions

What
is it?

How

to detect?

Location
Spoofing

Why
so

important?



Methodology – Crawling and Harvesting Geospatial Big Data

2.4 millions Geo-tagged tweets From February 9 to 11, 2015
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Time Geography (Hägerstrand, 1970)

• Theoretical basis: Human constraints in space-time.

– Capability constraints describe limitations on the activity of individuals since their physical/biological structure or 

available resources/vehicles. 

– Coupling constraints define the spatiotemporal limitation an individual has to be with other individuals or count on 

tools/materials to support producing, consuming and transacting. 

– Authority constraints point out the restricted space-time an individual (in)capable of accessing. 

• Binary model: Space-time cube, prism, path, and ppa.
• Frequentist model: Time-geography Density Estimation (TGDE) (Downs et al, 2011)

Methodology

A candidate and its consecutive geo-tagged tweet A space-time cone (Hägerstrand, 1970)



Methodology



Individual Activity Probability P(A) Human Appearance Probability P(H)

Methodology

TGDE (Downs et al, 2011)
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Methodology

Visiting probability



Results

 Source # fake # total % Fake in total  

Twitter for Android 1456 935859  0.16% 

Instagram 1199 88292  1.36% 

Foursquare 1140 70877  1.61% 

Twitter for iPhone 990 1056878  0.09% 

Total 4785 2151906 0.22% 

Fake geo-tags #
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Results - Nearest Neighbor

meters

 Min 

Dist. 

Max 

Dist. 

Observed 

Mean 

Dist. 

Expected 

Mean 

Dist. 

Nearest 

Neighbor 

Ratio 

Z-

score 

P-value 

Fake 

iPhone 

6.19  3104680 84105 376413 0.223438 -44.57 0.000000 

Fake 

Android 

0.73  2131851 86534 … 0.229891 -44.20 … 

Fake 

Instagram 

1.80 2176028  90139 … 0.239469 -43.65 … 

Fake 

Foursquare 

8.13  

 

4679496  63738 … 0.169330 -47.67 … 

Fake 1.60 2577011 99499 … 0.264334 -42.22 … 

Cleaned 8.13 2410705  90495 … 0.240415 -43.59 … 

Original  7.74  4462020  96788 … 0.286515 -42.63 … 
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Discussion –
Identified Location Spoofers

Interview	text	

For Fun For recording visited places

For attracting audiences from elsewhereFor marketing

syndicate marijuana



A subtle business advertising strategy (Foursquare)

Discussion - Location Spoofers (Social Media Providers)

Location customization (Instagram)



Cuban Twitter “ZunZuneo”, endorsed by USAID, 
was designed to stir remote unrest by organizing 

“smart mobs” (source: Google search)

Discussion - Location Spoofers (Government/Military Agencies)

Controversial geo-tagged tweets sent by Taliban spokesman



Conclusions - Summary

Definition

An intentional act of 
masquerading one’s 

location as somewhere 
else other than its true 

location

An information 
transmission process with 

several constituent 
elements 

Spoofing motivations and 
locational inconsistency

Approach

A time geographic approach

(Ab)used by different types of
location spoofers (e.g., social 
media providers) for multiple 

purposes

Implication

Multi-faceted impacts

Raising the awareness



Future Research

• Integrating with other detecting approaches

• Detecting Spoofing with cluster computing

• Further dealing with the multi-faceted nature 
of location spoofing

https://twitter.com/googuns_prod
https://twitter.com/googuns_prod
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